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®�¨ª²´«¬­

REL
«¬¶

EIP
Ñ

JMP REG
JMP [MEM]

õ ±P©	¶�»ª¼�«¬­8òó¼�º<µ�Á�©	­
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CALL REL
ïJ­
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ÜM§e¶�°(«�¨ª»ª»ª¼�©	«¬°(²´«¸¨¾¶�³N©�¶�Äf«¬§N­�©	«¬²�¯�Ú�²�«zÐÌ¶�°ZÚ�¨¾©�©	§N¶�ÐÌ³�¨¾³�Î�¨ª©	«¸¨¾³N½P©�ÿ�Ñ üt²�³e®�ÿ�Ñ ÃNÑ>Å¸³
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1 PUSH 00000007h ; push argument 2
2 PUSH 00000009h ; push argument 1
3 CALL add ; call the function,

; (result in EAX on return)
4 ADD ESP,8 ; remove the arguments

; from the stack
ý�­
Ä¸¶�°Z­�ü ¹ ¹ ¹ ¹ �

ESPõ Ä¸«¸­
°#ü ¹ ¹ ¹ ��
ESPõ Ä¸«¸­
°#Ã ¹ ¹ � ��

ESPõ Ä¸«¸­
°#Â ¹ ïJ­
«N²�®�®�° � ��
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Ä¸¶�°Z­�þ ¹ ïJ­
«N²�®�®�° � ��
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®�Á�²�³e®6òó¼�©	«#±P­
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add:
1 SUB ESP,4 ; grow stack space for one

; local variable (never used
; and uninitialised)

2 MOV EAX,[ESP+8] ; get argument 1 (into EAX)
3 ADD EAX,[ESP+12] ; add argument 2
4 SUB ESP,4 ; local variable out of scope
5 RET ; (result is in EAX)

ý�­
Är¶�°b­�ü ¹ ïJ­
«e²�®�®�° õ °b½�ü õ °Z½�Ã�
ESPõ Ä¸«¸­
°�ü ¹ ïJ­
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«e²�®�®�° õ °b½�ü õ °Z½�Ã�
ESP

�
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«e²�®�®�° õ °b½�ü õ °Z½�Ã�
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�
°Z­
²´®
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°�þ ¹ ïJ­
«e²�®�®�° õ °b½�ü õ °Z½�Ã�
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°=� ¹ ïJ­
«e²�®�®�° õ °b½�ü õ °Z½�Ã�

ESP
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Õ~²�°Z¨ª²�±P»ª­~Ñ
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PUSH 4 ESP=?/st-4 st-4=4
PUSH 5 ESP=?/st-8 st-8=5
ADD EAX,EBX EAX=? fl=?---????????
POP ECX ESP=?/st-4 ECX=5
ADD ECX,[ESP] ECX=9 fl=0---00000100
ADD EAX,ECX EAX=? fl=?---????????
ADD ESP,4 ESP=?/st+0 fl=?---????????
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ESP=?/st+0
EBX=?

example2:
MOV EAX,12345678h EAX=12345678h
MOV AL,3 AL=3
MOV BX,AX BX=(56h,03h)
MOV EDX,EBX EDX=(?,(56h,03h))
ADD AH,BL AH=59h

fl =0---00000100
MOV ECX,EAX ECX=(1234h,(59h,03h))
PUSH FEDCBA98h ESP=?/st-4

st-4 =fedcba98h
MOV CX,[ESP] CX=ba98h
MOV DX,[ESP+02h] DX=fedch
PUSH 12345678h ESP=?/st-8

st-8 =12345678h
MOV EDX,[ESP+02h] EDX=(ba98h,1234h)
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main: main:

MOV ECX,00000000h MOV ECX,00000000h
MOV EBX,00000000h MOV EBX,00000000h

loop: loop:
CALL 00000013h [func] MOV EAX,ECX

INC EAX
ADD EBX,EAX ADD EBX,EAX
INC ECX INC ECX
CMP ECX,05F5E100h

e
CMP ECX,05F5E100h

JNZ/NE F0h [loop] JNZ/NE F2h [loop]
MOV EAX,00000001h MOV EAX,00000001h
INT 80h Ì INT 80h
RET RET

func:
MOV EAX,ECX
INC EAX
RET
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...

...
loop: loop:

PUSH ECX PUSH ECX
CALL 00000014h [func] PUSH 00000001h

PUSH 00000002h
MOV EDX,[ESP]
MOV EDX,[ESP+4]
MOV EAX,[ESP+8]
INC EAX
ADD ESP,00000008h

ADD ESP,00000004h ADD ESP,00000004h
ADD EBX,EAX ADD EBX,EAX
...

...

func:
PUSH 00000001h
PUSH 00000002h
MOV EDX,[ESP]
MOV EDX,[ESP+4]
MOV EAX,[ESP+12]
INC EAX
ADD ESP,00000008h
RET
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