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µ�¶�¨ª³e«¸°(Ñ

��5�H ò «�9QPxST«NPxX2TO
õ ©�«¸§e"»ª³e½~«¬§t¶�Ä�©	¶�º<Û¯·¶�®�B«¸°Z²�¯�©zÐÌ¨ª»ª»e§N²´Õex¯�§N²´³N½P®<®�¼�°(¨¾³N½Ì«¬¼�³N¨ª³e½PÁM«¸§e"³e«¸¨ª°b
¯�¶�®�,ÐÌ¨ª»¾»�¼�©	¼�²´»ª»ªÓ�§N²´Õe,«¸¶�±P�°b»ª¶�¯�²�«¬®�«¸¶�³NÐ ¶�Ä¸Ä¸©	«¸©�¨ª³�«¬§N,¿F¯�¼�«¸²´±P»ª~Ñ õ ©
²´³N¶�«¬§N°�«¸¼�³e¨ª³N½À¶�µ�°Z²�«¬¨ª¶�³eÁ�«¬§N�¶�°Z®�°�¶�ÄxÄr¼�³e¯·«¬¨ª¶�³e©6²´³N® Õ~³À«¸°Z²�¯�©>©	§N¶�¼�»ª®�±P
¯�§N²´³N½P®t©	¶>«¬§N²´«N¯�¶�®��«¸§e²�«~¨ª©z¯�»ª¶�©	x¨ª³Ì«¬§N�¯�²�»ª»�½P°Z²�µ�§D²�»ª©	¶�¨¾©�¯�»ª¶�©	»ªÓ>»ª¶�¯�²�«¬®t¨ª³Ì«¬§N
¨ªº�²�½P~Ñ�¦�§e¨ª©�ÐÌ¨ª»¾»R°Z®�¼�¯�¾]�Egh,BDcfhJÑà��³Nh¯�¶�¼�»ª®�²�»¾©	¶�«¸§e¨ª³NÚt¶�Ä�º<¶�Õ~¨ª³N½,©	»ª®�¶�ºÔ¼�©	®
±P°(²´³N¯�§N©Ü5¸»ª¨ªÚP�°(°b¶�°�§N²´³N®�»ª¨ª³e½>¯�¶�®�A7N¨ª³e«¸¶�©	µ�¯�¨ª²´»Mµ�²´½~©	Á¶�°#¼�©	�¨ª«~«¸¶�Ò�»ª»F¼�µ�µ�»ª²�¯�©
«¬§N²´«~²´°b�±P²´®6©	µ�¶�«¬©JÄr¶�°Mòó¼�º<µ6«¸²´°Z½P«¬©8±P¯�²�¼�©	�¶�Ä~±P²´®Ì²´»ª¨ª½P³Nº�³N«(ÑÜFfØP¨ª½P¼�°Z�ÂRÑ ü�Ä¸¶�°
²´³>¿�²�º�µ�»ª�¶�Äe©	«¬°(²´¨ª½P§N«¬³N¨ª³e½�¶�¼�«�²�¯·¶�³e®�¨ª«¸¨¾¶�³N²´»�òó¼�º�µÌ«¸§e²�«�¨¾©:²�»¾º<¶�©	«�²´»ªÐÌ²´Ó~©#«¸²´ÚP³
±PÓD°bµ�»ª²´¯·¨¾³N½�¨ª«N±PÓ>¶�³Nx«¬§N²´«e¨ª©�°(²´°b»ªÓ�¼�©	®t¨ª³N©	«¬²�®�Ñ
äh«¬°(º�¨ª³N¨ª³e½t¨ªÄ8²�±P°(²´³N¯�§�¨¾©�«¸²´ÚP³�¶�Ä¸«¸³�¶�°f©	»ª®�¶�ºÔ¯�²´³�±Ph®�¶�³N�±PÓtµ�°b¶�Ò�»ª¨ª³N½

«¬§N�µ�°b¶�½~°Z²�º�ÑH¦�§e¨ª©J¨ª©J®�¶�³N�±PÓ�¨ª³e©	«¸²´®t¶�ÄN«¬¼�³N¨ª³e½D¨ª«¬ÁÖ¨ª³N©	«¬²´»ª»ª¨ª³e½D¯�¶�¼�³N«¬°(©J²´Är«¬°#²´¯�§
±P°(²´³N¯�§6²´³N®,µ�¼�«N«¬§N�µ�°b¶�½P°(²´º&«¸§e°Z¶�¼�½P§Ì«¬©	«N°b¼�³N©´Ñ

��5�V ò «�0NP�Pe0�2TO(X2TO S<0NW0Ù=ßWAPxRTM�WAR"P�«�=
äh²´«¸²>©	«¬°Z¼�¯�«¸¼�°b©x¼�©	¼�²�»¾»ªÓ�¯�²´³p³N¶�«#±~�®�¶�³N�º�¼�¯·§�²´±P¶�¼�«¸Á~±P¼�«8ÐÌ§e³�²D©	«¬°Z¼�¯�«¬¼�°Z�¨ª©
¿F¯�»ª¼�©	¨ªÕ~»ªÓD¼�©	®�¨ª³e«¸°Z³N²´»ª»ªÓ�ÁF¨éÑ ~Ñ	³N¶�«R¼�©	®�ÐÌ§N³�¯�¶�º<º�¼�³N¨ª¯�²´«¸¨ª³e½ÌÐÌ¨ª«¬§�²´³�¨ªº<µ�¶�°Z«
»ª¨ª±P°Z²�°ZÓ·ÁÖ¶�°:°b²�®�Ä¸°Z¶�º�¶�°:ÐÌ°Z¨ª«¸«¬³Ì«¬¶�²"Ò�»ªÁÖ¨ª«e¯·²´³Ì±P�°Z²´°(°Z²�³e½P®fÑ
¦�§Nhº�¶�©	«#¼�©	®�¨¾«¸ºÈ¶�Ä#«¬§N"®�²´«¬²�©	«¸°b¼�¯·«¬¼�°bhÐÌ¶�¼�»ª®�«¬§N³,±~"µ�»ª²�¯�®p²´«�¶�Ä¸Ä¸©	«4��Á

©	¨ª³e¯·Û«¸§eÛ³e¯·¶�®�¨ª³e½~©�Är¶�°Jµ�¶�¨ª³e«¸°Z©fÐÌ¨¾«¸§e¶�¼�«�²´³�¶�Ä¬Är©	«R²´°Zx©	§e¶�°(«¬° ÑMÅr«N¨ª©f²´»ª©	¶6±P³eÒ�¹
¯�¨ª²�»�«¬¶>§N²´Õex¶�«¬§N°JÄr°bA@P¼�³N«¬»ªÓ>²�¯�¯·©	©	®,º<º�±P°(©�²�«e¶�Ä¸Ä¸©	«¸©XW�Y[Z:\�ÁÖ²�©z«¬§N²´«R²´»ª»ª¶�ÐÌ©
Är¶�°8«¸§eÛ¼�©	B¶�Ä�²�³6¶�³N¹r±PÓP«¬Û¶�Ä¬Är©	«e¨ª³N©	«¬²�®,¶�Ä�²"Ä¸¼�»ª»�þ´¹r±PÓP«¸65rÂ´Ã´¹r±P¨ª«�7N¶�Ä¬Är©	«(Ñ´År«N¨ª©�²´»ª©	¶
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often JNCC

JMP
LOOPLOOP

ØP¨ª½P¼�°ZBÂNÑ ü,»År³N©	«¬²´®<¶�Ä�§N²´Õ~¨ª³N½D«¸¶xòó¼�º<µ,²�°b¶�¼�³N®�«¸§eÛ©	»¾®�¶�ºÝ¼�©	®�¯·¶�®��5r§e²�«¬¯·§e®�7rÁ
«¬§N�³N¶�°(º�²�»´µ�²´«¸§h¨¾©8©	«¬°(²´¨ª½P§N«MÄ¸¶�°(ÐÌ²´°Z®�Á�²�³e®6«¬§N�°(²´°Z»¾ÓB¼�©	®D¯·¶�®��¨ª©�¨ª³N©	«¬²�®D°Z²´¯�§N®
Õ~¨ª²Û²Û±P°(²´³N¯�§JÑ

µ�¶�©	©	¨ª±P»ªD«¸¶�¼�©	Dµ�¶�¨ª³e«¸°Z©"¶�Ä¬Är©	«:±PÓpÆ��´§ba�ü´Ã�Æ´ÁR¨éÑ ~Ñµ�¶�¨ª³N«¬¨ª³e½�¨ª³N©	¨ª®�D«¸§e6©	«¬°Z¼�¯�«¸¼�°b
¨ª³e©	«¸²´®t¶�ÄN²´«e«¬§N�Ò�°Z©	«e»ªº�³N«¬ÁÖ©	¶>«¬§N²´«~«¸§e�³N½P²�«¬¨ªÕ~�¶�³N¹¸±~ÓP«¬�³N¯�¶�®�¨ª³N½P©z²�»¾©	¶>¯�²´³
±PÌ¼�©	®Ù5rº�²�ÚP¨ª³e½�«¸§e�³N«¬¨ª°ZD°(²´³N½PÌ¹¸ü�Ã´Æ�«¸¶�ü´Ã���²�Õ~²�¨¾»ª²�±P»ªD¯·§e²�µ�»¾Ó�7 Ñ�ÜF¶�º<«¬¨ªº<©
©	«¬°Z¼�¯�«¸¼�°b©�§N²´ÕeB©	¼�±P©	«¸°b¼�¯·«¬¼�°b©�«¬§N²´«R²´°Zx¼�©	®<º�¶�°ZB¶�Är«¬³t«¸§e²�³�¶�«¬§N°zº�º<±P°(©�¶�Ä
«¬§Nf»¾²�°b½P°R©	«¸°b¼�¯�«¸¼�°b~Ñ�¦�§N³�¨ª«�º�²�ÓÛ±~�±P³NÒ�¯�¨ª²´»�«¬¶Û§e²�Õ~�«¸§ef»ª²´°Z½P°R©	«¬°b¼�¯·«¬¼�°Z�±P¨ª³N½
µ�¶�¨ª³e«¸®p«¬¶>²�«R«¬§NÛ©	«¸²´°(«N¶�Ä�«¸§e"©	¼�±P©	«¸°b¼�¯�«¸¼�°bÁF«¬¶6²´Õe¶�¨¾®<²´³�²�®�®�¨ª«¬¨ª¶�³�ÐÌ§N³t¯�²�»¾¯·¼�»ª²´«¬¹
¨ª³e½D²Ûµ�¶�¨ª³N«¬°:«¬¶>«¬§Nxº�¶�°Z�Ä¸°ZA@P¼�³N«¬»ªÓ>¼�©	®t©	¼�±~¹¸©	«¸°b¼�¯�«¸¼�°b~Ñ
äh²´«¸²x¨ª«¬º<©J«¬§N²´«~²�°b�²´¯·¯�©	©	®Ì¯�»ª¶�©	x«¸¶�²´¯·§>¶�«¬§N°�5¸¨ª³6«¬§Nx¯�¶�®�A7e©	§e¶�¼�»ª®t²�»ª©	¶�±P

³N¨¾½~§e±P¶�¼�°(©z¨ª³6«¬§Nf®�²´«¬²B©	«¬°b¼�¯·«¬¼�°ZÁ²´³N®�©	¼�¨¾«¸²´±P»ªÓ�²�»ª¨¾½~³e®�Á«¸¶�¨ªº�µ�°Z¶�Õ~�«¬§N�¼�©	²´½P�¶�Ä
«¬§Nxµ�°Z¶�¯�©	©	¶�°8¯�²´¯·§e~Ñ

��5�¯ cì9QX2"OóW;T«Ù9(W;T«NPd�ì0�´
ÜM¶�º�"¶�Ä�«¸§e"²´±~¶�Õ~"²´®Mòó¼�©	«¬º<³N«¬©�¯�¶�¼�»ª®�²´»ª©	¶6±P"¼�©	®�«¬¶6¨¾³N©	«¬²�®�²´¨ªº Är¶�°z«¬§NhÕ~°(Ó
©	º<²´»ª»ª©	«N¿F¯�¼�«¸²´±P»ªx©	¨qp�xµ�¶�©	©	¨ª±P»ªÁ�ÐÌ§N¨¾¯·§tÐÌ¶�¼�»ª®�±PÛ¼�©	Ä¸¼�»~Ä¸¶�°:®�²�º�¶�³N©�«¸§e²�«N²�°b
²´»ªÐÌ²´Ó~©J»¾¶�²�®�®�¨ª³Dº<º<¶�°ZÓD±P¼�«~³N¶�«~¼�©	¨ª³N½>º<¼�¯�§6ÿfè�Ë�«¸¨ªº�ÁÖ¶�°8Är¶�°#µ�°Z¶�½P°Z²�º�©:°Z¼�³e¹
³N¨¾³N½<¶�³�»¾¶�ÐÝ³N®�º<²´¯·§e¨ª³N©BÐÌ¨ª«¬§�²DÕ~°(Ó,»ª¨ªº�¨ª«¬®�²´º<¶�¼�³e«:¶�Ä:º<º�¶�°(ÓÈ5r«¬§N°bÄr¶�°b
©	¼�Ä¬Är°(¨¾³N½�Är°b¶�ºî§e²�Õ~ÓDµ�²´½P¨ª³N½�7 Ñ
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¦�§N¨ª©J¯�§N²´µ�«¬°#½P¨ªÕ~�²�³>¶�Õ~°(Õ~¨ªÐc¶�Äe«¸§e�¨ªº<µ�»ªº�³N«¬²�«¬¨ª¶�³eÁ�ÐÌ§e¨ª¯�§6¨ª©JÐÌ°Z¨ª«¬«¸³D¨ª³6ÿfege�Ñ
¦�§N�»ª²´³N½P¼�²´½PÌÐÌ²´©�¯·§e¶�©	³�Är¶�°Û«¸§e°Z6°Z²´©	¶�³N©´Ñ�¦�§eÌÿç¯�¶�³N³e¯·«¬¨ª¶�³�µ�°b¶�Õe¨¾®�6²�©	Ó
²´¯·¯�©	©z«¸¶�º<²´¯�§N¨ª³e¹r³N²´°:¯�¶�³N©	«¬°Z¼�¯�«¬©�º�²�³e¨ªµ�¼�»ª²´«¸¨ª³e½6±P¨ª«¬©�²´³N®,±PÓP«¸©<5r³e®�®,«¬¶>º<²´¹
³N¨¾µ�¼�»ª²�«¬hº�²�¯�§N¨ª³eh¯�¶�®�A7 ÑN¦�§NXege�µ�²´°(«�°b®�¼�¯·B«¬§Nh°Z¨ª©	Ú�¶�Ä#«¬§N"µ�°Z¶�½P°(²´º ²�«¬«¬²�¨ª³e¨ª³N½
¯�°(¨ª«¬¨ª¯�²�»#º<²´©	©fe�²´³N®�º<²´ÚPÌ«¸§e�µ�°Z¶�½P°Z²�º ²�»¾º<¶�©	«�ÐÌ°(¨ª«¬�²´³N®À©	«¬°Z¼�¯�«¸¼�°bÌ¨ª«¬©	»ªÄ Ñ õ ³N®
µ�°b§N²´µ�©Jº<¶�©	«N¨¾º<µ�¶�°(«¬²´³N«¬»ªÓß»´ÅNÚP³e¶�Ð ¨¾« Ñ

H�5 K QTW9(P~0NOQ«±M�³0�=#=�«�=
ØP¨ª½P¼�°ZfþRÑ ü�©	§N¶�ÐÙ§e¶�Ðç«¬§N�µ�²´¯·ÚP²´½~¨¾³N½�Ò�»ª�¨ª³eÄr¶�°Zº<²´«¸¨ª¶�³D¨ª©J©	«¬¶�°Z®�¨ª³D²x¯·»ª²´©	©:®�°(¨¾Õe®
Är°b¶�º

executable image
Ñ�¦�§Nf²�¯�«¸¼�²´»´¯·¶�®��¨ª©8§N²´³N®�»ª®Ì±PÓ�²´³

executable
¶�±P¹

òó¯�«¸Áe²�³e®�Ä¸¼�°(«¬§N°�®�¨¾Õe¨ª®�®�¨ª³e«¸¶
call function

©�²´³N®
branch target

©´ÑÜ3�²´¯�§
branch target

¨ª©f²´©	©	¶�¯�¨ª²�«¬®<Ð6¨ª«¸§,²h«¬°(²´¯·B¶�Ä�¨ª³N©	«¬°b¼�¯·«¬¨ª¶�³N©�²´©�®�©	¯�°(¨¾±~®�¨ª³tÜM¯�¹
«¬¨ª¶�³�ÃRÑ ÃNÑ ÃRÑ

executable_image executable

pe_file elf_file call_function

branch_target

ØP¨ª½P¼�°bBþNÑ üà»�ÜF«¸¶�°Z¨ª³N½>²�³6¿F¯�¼�«¸²´±P»ª~Ñ

õ ©�©	§e¶�ÐÌ³p¨ª³pØP¨ª½P¼�°bhþNÑ Ã´Á�²´¯·§,²�©	©	º�±P»ª°f¨ª³e©	«¸°b¼�¯�«¸¨ª¶�³<¨ª©�µ�²�¯�ÚP²�½P®�²´©�²´³
in-

struction
¶�±Hòó¯�« Ñ¦�§N�©	¼�±P¯�»ª²�©	©

branch instr
Ú~µ�«¬°(²´¯�Ú>¶�Äe²�»¾»�µ�¶�©	©	¨ª±P»ªx«¸²´°Z¹

½P«¸©�¶�Ä�±P°Z²�³e¯·§e¨ª³N½�¨ª³N©	«¬°b¼�¯·«¬¨ª¶�³N©(5�5¸¼�³,7¸¯·¶�³e®�¨¾«¸¨ª¶�³e²�»Nò ¼�º<µ�ÁJ¯�²�»ª»8²�³e®�°b«¸¼�°Z³,7 ÑË3�²´¯�§
¶�µ�°(²´³N®�¨ª©B©	«¸¶�°b®�©	µ�²�°Z²�«¬»ªÓt¨ª³�²´³p²�µ�µ�°b¶�µ�°(¨¾²�«¬�©	¼�±P¯·»ª²´©	©B¶�Ä

operand
Ñ�¦�§N�¨ª³e¹

©	«¬°Z¼�¯�«¸¨¾¶�³N©B²�°b�¯·¶�»¾»ª¯·«¬®�¨ª³N«¬¶�«¬°(²´¯�©�±~Ó
code trace

¨ª³
branch target tra-

ce
©	Á�ÐÌ§N¨¾»ª6«¬§N

branch target
¯�»ª²´©	©"©	«¬¶�°ZD«¸§e6»ª¨ª³eÚP²�½P6¶�Ä�²´¯·§�«¬°(²´¯·>«¬¶p¶�«¸§e°

r@h ��yz�ji-AJ� ���Fk�������� ��u�wztv�J����ya�4kmlon)�����)���
Ã�Â



instruction

one_op_instr

two_op_instr

any_op_instr

branch_instr operand_register

operand_immediate

operand_memory

operand

jump_target call_target

code_trace branch_target

ctrl_transfer_targetbranch_target_trace

(for others)

ØP¨ª½P¼�°Z�þNÑ Ãà»�ä"¨ªÕe¨¾©	¨ª¶�³t¶�ÄN«¬§Nx¯·¶�®�x¨ª³e«¸¶�Är¼�³e¯·«¬¨ª¶�³e©	ÁF«¬°(²´¯·©J²´³N®t¨ª³e©	«¸°b¼�¯·«¬¨ª¶�³e©´Ñ

«¬°(²´¯·©	ÁH¨ëÑ ~Ñb²�°Zµ�°b©	³N«¬²�«¬¨ª¶�³�¶�ÄP«¸§e�µ�¶�©	©	¨ª±P»ª�¯�¶�³N«¬°b¶�»:
�¶�Ðç¨ª³>«¬§N�µ�°b¶�½P°(²´º<ÁHÕ~¨ª²�©	¼�±P¹
¯�»ª²�©	©	©z¶�Ä

ctrl transfer target
©´Ñ

¦�§NB®�²�«¬²"²´³N²´»ªÓP©	°J©	«¸¶�°bB«¸§e"¯�²�»ª¯�¼�»ª²´«¸®,¯�§N²´³N½P©�«¬¶6«¬§NÛµ�°Z¶�¯�©	©	¶�°o5r²´³N®,º<º�¹
¶�°(Ó�7�©	«¬²´«¸�²´Är«¬°"²´¯·§�¨ª³N©	«¬°b¼�¯·«¬¨ª¶�³�¨ª³

outgoing state
¶�±ò ¯·«¬©	ÁJ©	�ØP¨ª½P¼�°ZtþNÑ ÂNÑ

¦�§NÌÚP³e¶�ÐÌ³�©	«¬²�«¬Ì¶�³�³N«¬°(Ó�«¬¶p²t«¸°Z²�¯�6¶�°B²�Är¼�³e¯·«¬¨ª¶�³�¨¾©h©	«¸¶�°b®À¨ª³�«¸§eÌ©	¼�±P¯·»¾²�©	©	©
incoming state

²´³N®
entry state

ÁJ°Z©	µ�¯�«¬¨ªÕe»¾ÓMÑ>3�²´¯�§
outgoing state»ª¨ª³eÚ<«¬¶�«¬§N>µ�°bÕe¨ª¶�¼�©x¶�³e>©	¶,«¬§N²´«:¼�³N²´Ä¸Ä¸¯·«¬®�°b½~¨¾©	«¸°Z©B²´³N®�©	«¬²�¯�Ú�²´°b�³N¶�«:Ä¸¶�°Z½P¶�«¬¹

«¬³JÑ8Ï�§e³<«¬§N�¯�¶�³N«¬³N«¬©B¶�Ä#²D»¾¶�¯·²´«¸¨¾¶�³"5r°b½P¨ª©	«¬°ÍF©	«¬²�¯�Ú�7#¨ª©x³e®�®�ÁP«¬§N�°bA@~¼�©	«�¨ª©
µ�²´©	©	®Ì±P²�¯�ÚPÐÌ²�°b®�©#«¬§N°b¶�¼�½P§D«¬§Nf©	«¸²´«¸f¶�±ò ¯·«¬©:¼�³N«¬¨ª»�«¸§e�¶�°(¨ª½P¨ª³D¨ª©:Ä¸¶�¼�³N®�¨ª³>²�³�²´©	©	¶�¹
¯�¨ª²�«¬®

register state
Ñ·Å¸ÄM³N¶�«�Är¶�¼�³e®�Á·«¸§ez©	²�°b¯·§B¨ª©�³N®�®>²�«´²´³

entry state
Á

ÐÌ§e¨ª¯·§,ÐÌ¨ª»¾»N©	¼�µ�µ�»ªÓ�²´³t¼�³NÚP³N¶�ÐÌ³,Õ~²�»ª¼�Û¨ªÄ�³N¯�©	©	²�°ZÓÌ²´³N®pº�²�°ZÚ6«¬§Nh°bA@P¼�©	«¸®�»ª¶�¹
¯�²�«¬¨ª¶�³Ì²´©J²�³6²�°b½P¼�º<³N«~«¬¶>«¬§NxÄ¸¼�³N¯�«¸¨ª¶�³�±P¨ª³e½D²´³N²´»ªÓP©	®�Ñ
ý�¯·²´¼�©	�²´¯·¯�©	©	©z«¸¶Dº<º<¶�°ZÓ6²´°Z�¶�Ä�²´³�¼�³N¶�°b®�°Z®t³e²�«¬¼�°Z65¸©	BÜF¯·«¬¨ª¶�³�ÃNÑ ÂNÑ Ã	7¸Á

«¬§Np²´³N²´»ªÓP©	® ¯�¶�³N«¬³N«¬©�¶�ÄÛº�º<¶�°(ÓÀ¶�«¬§N°>«¬§N²´³�«¬§Np©	«¬²´¯·ÚÀ¨ª©6©	«¸¶�°b® ¨ª³�²�½~»¾¶�±~²´»
memory state

¶�±Hòó¯�« Ñ
¦�§NÌÕ~²´»ª¼��¶�Ä�²´¯�§�»ª¶�¯�²�«¬¨ª¶�³�¨ª©�©	«¸¶�°b®�¨ª³�²t©	¼�±P¯�»ª²�©	©�¶�Ä

variable
Á�®�µ�³e®�¹

¨ª³e½,¶�³,ÐÌ§e²�«�¨ª©�ÚP³N¶�Ð6³<²´±~¶�¼�«�¨ª«¬©�¯�¶�³N«¬³N«(Ñ�¦�§N
variable

¶�±Hòó¯�«#º�²�Ó�²´»ª©	¶Ì§e²�Õ~
²

variable content
²�©	©	¶�¯�¨ª²´«¸®�Á~°Zµ�°b©	³N«¬¨ª³e½�¨ª«¬©x²�±P©	«¬°(²´¯·«�Är¼�³e¯·«¬¨ª¶�³eÁR~Ñ ½8Ñ²´©B²
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ESP

Î�¨ª©	«¸¨¾³N½6ÿ�Ñ ü,» õ Är¼�³e¯·«¬¨ª¶�³�¨ª©z¯�²�»ª»¾®,Ð6¨ª«¸§6ÃÛ²´°Z½P¼�º�³N«¬©´Ñ
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©	«¬°Z¼�¯�«¸¨¾¶�³�þRÑ
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add:
1 SUB ESP,4 ; grow stack space for one

; local variable (never used
; and uninitialised)

2 MOV EAX,[ESP+8] ; get argument 1 (into EAX)
3 ADD EAX,[ESP+12] ; add argument 2
4 SUB ESP,4 ; local variable out of scope
5 RET ; (result is in EAX)

ý�Är¶�°b�ü ¹ ïJ«e²�®�®�° õ °b½�ü õ °Z½�Ã�
ESPõ Ä¸«¸°�ü ¹ ïJ«e²�®�®�° õ °b½�ü õ °Z½�Ã�

ESPõ Ä¸«¸°�Ã ¹ ïJ«e²�®�®�° õ °b½�ü õ °Z½�Ã�
ESP

�
°b²´®

õ Ä¸«¸°�Â ¹ ïJ«e²�®�®�° õ °b½�ü õ °Z½�Ã�
ESP

�
°Z²´®

õ Ä¸«¸°�þ ¹ ïJ«e²�®�®�° õ °b½�ü õ °Z½�Ã�
ESPõ Ä¸«¸°=� ¹ ïJ«e²�®�®�° õ °b½�ü õ °Z½�Ã�

ESP

Î�¨ª©	«¬¨ª³N½�ÿ�Ñ Ã,» õ Är¼�³N¯�«¬¨ª¶�³�¯·²´»ª»ª®�ÐÌ¨ª«¬§�«¬ÐÌ¶�²�°b½P¼�º<³N«¬©	Áz²�³e®�¶�³e"5r¼�³e¼�©	®�7�»ª¶�¯·²´»
Õ~²�°Z¨ª²�±P»ª~Ñ
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ÑZÑ(Ñ
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3�¿Fµ�¶�°Z«e«¬²´±~»¾

äh²´«¸²

3�Î�Ø�§e²�®�°
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§N²´Õ~6º<²´°(ÚP°Z©h«¸¶<®�¨¾Ä¸Ä¸°Z³e«¸¨ª²´«¬>±P«¬ÐÌ³�Är¼�³N¯�«¬¨ª¶�³�²´³N®À®�²´«¸²6¶�±ò ¯·«¬©^5r²´»ª«¬§N¶�¼�½P§�¨¾«
º<²´Ó�±P�»ªÄr«P¼�³e©	µ�¯·¨ªÒ�®�Á½P¨ªÕ~¨ª³N½>«¬§N�©	²´º<�¨¾®�³e«¸¨¾Ò�¯·²´«¸¨¾¶�³Ìµ�°Z¶�±P»ªº ²´©:Är¶�°�è43tÒ�»ª©87	Ñ

úì5�� QTXAU XA³0NP�XAWAXA«�=
ÜM¶t²´»ª«¸§e¶�¼�½P§�³N¶�«8¿�²�¯�«¬»ªÓ�«¬§N�©	²´º<Áeè43�²´³N®Á3�Î�Ø�Ò�»ª©x²´°Z"¯·¶�³e©	«¸°b¼�¯·«¬®�²´»ª¶�³e½�«¬§N
©	²´º<f»¾¨ª³N©´ÑHÊÌ¶�«PÕ~°(Ó"©	¼�°Zµ�°(¨ª©	¨¾³N½PÁÖ²�©�«¸§eÓ�®�¶"«¬§Nf©	²´º<�«¸§e¨ª³N½ß»Hµ�²´¯·Úh²´³�¿F¯�¼�«¸²´±P»ª~Ñ

·Ì¶�ÐÌÕ~°¬ÁJÕe³À¨ªÄ�«¬§N�¯·¶�³e«¸³e«¸©D¶�Ä�¶�³N�Är¶�°(º�²�«f¯·¶�¼�»ª®�±~È5rÐ6¨ª«¸§À©	¶�º�<©	»ª¨¾½~§e«
¯�§N²´³N½P©87rÁeµ�²�¯�ÚP²�½P®�¨ª³�«¸§e�¶�«¸§e°�Är¶�°(º�²�«¬ÁN«¬§N²´«:ÐÌ¶�¼�»¾®�³N¶�«8¯·°b²�«¬�²´³p¼�©	²�±P»ª�¿�¹
¯�¼�«¸²´±P»ª�Är¶�°#«¸§e�¶�«¸§e°:¶�µ�°(²´«¸¨¾³N½�©	ÓP©	«¸º�ÑÖ¦�§N¨¾©�¨¾©�±P¯�²�¼�©	�¿�¯·¼�«¬²´±~»¾©:¨ªº<µ�¶�°Z«N²´³N®
¼�©	xÄr¼�³e¯·«¬¨ª¶�³N©zÄ¸°Z¶�º&«¬§Nx¶�°Z¨ª½P¨ª³N²´»�¶�µ�°(²´«¸¨¾³N½>©	Ó~©	«¬º&²´³N®�ÍF¶�°:¼�©	x©	ÓP©	«¸ºî¯·²´»ª»ª©	ÁÖ«¬§N²´«
®�¶h³N¶�«P§e²�Õ~f®�¨ª°b¯·«�¯�¶�¼�³N«¬°(µ�²´°(«¬©8¶�³>«¬§N�¶�«¬§N°�©	ÓP©	«¸º�ÑÜF¶h²�³>¿F¯�¼�«¬²�±P»ª�Ò�»ª�º�¼�©	«
±P�µ�²�¯�ÚP²�½P®t¨ª³Ì«¬§Nx©	²´º<�Ä¸¶�°(º<²´«N¨¾«NÐÌ²´©z°Z²´®�Är°b¶�ºÀÑ

þ�ü



Î�¨ª©	«¬¨ª³N½Æ3�Ñ ü,©	§e¶�ÐÌ©�²�³�²´³N²´»ªÓP©	®ÀÄr¼�³N¯�«¬¨ª¶�³JÑ�ÊÌ¶�«¸�«¬§N²´«z«¸§e�¿FÆ´Ç�§N²´©�©	¨ª¿È
�²�½P©�«¬§N²´«
²´°Zx©	«�®�µ�³N®�¨ª³e½6¶�³t«¸§e"¶�¼�«¬¯·¶�º�"¶�Ä�²´°(¨ª«¬§Nº�«¸¨¾¯�¨ª³N©	«¬°Z¼�¯�«¬¨ª¶�³N©´ÑP¦�§e°ZB¿F«¬°(²b
�²�½P©
²´°Z�¼�©	®t±PÓ>«¸§eB²´³N²´»ªÓP©	°8«¬¶�±P�²�±P»ª�§e²�³e®�»¾�«¸§eB¯�¶�³N®�¨ª«¬¨ª¶�³e²�»P¨ª³e©	«¸°b¼�¯·«¬¨ª¶�³e©�5¸º<²´¨ª³N»ªÓ
òó¼�º�µ�©87�«¬§N²´«N¼�©	B¯�¶�º<±P¨ª³N²´«¬¨ª¶�³N©�¶�Ä4
�²´½P©�58Ø�²�³e®§¦�¯·¶�º�µ�²�°Z¨ª©	¶�³N©87 ÑM¦�§e¨ª©f¨¾©�³e¶�«�³N¯�¹
©	©	²´°(Ó�Är¶�°�«¬°(²´¯·ÚP¨ª³e½,¯�²´»ª¯·¼�»¾²�«¬¨ª¶�³N©�Ð6¨ª«¸§�¯·¶�³e©	«¸²´³N«¬©�²´©�«¸§eÓ,¯�²´³�±Ph§e²�³e®�»¾®�Õe¨ª²�«¬§N
°b²�»�
�²�½P©´ÑA·Ì¶�ÐÌÕ~°¸Á¯�¶�º<µ�²´°(¨¾³N½�«¸Ð6¶�°(²´³N½P©:º<¨¾½~§e«eÓP¨ª»¾®,¼�³eÚP³N¶�ÐÌ³ÌÕ~²´»ª¼�©Ü5r±P¶�«¬§
�B²�³ÌüBµ�¶�©	©	¨ª±P»ªA7RÄ¸¶�°:«¬§Nx°Z²´»:
�²´½P©	Á�Ð6§N¨ª»ªx©	¶�º�Û¶�Äe«¸§e¨ª°:¯�¶�º<±P¨ª³N²´«¬¨ª¶�³N©�²�°b�Ò�¿F®�Ñ

ESP=?/st+0 EAX=?
EBX=?

example:
PUSH 4 ESP=?/st-4 st-4=4
PUSH 5 ESP=?/st-8 st-8=5
ADD EAX,EBX EAX=? fl=?---????????
POP ECX ESP=?/st-4 ECX=5
ADD ECX,[ESP] ECX=9 fl=0---00000100
ADD EAX,ECX EAX=? fl=?---????????
ADD ESP,4 ESP=?/st+0 fl=?---????????
RET

Î�¨ª©	«¬¨ª³N½23fÑ ü,»�År³e©	«¸°b¼�¯·«¬¨ª¶�³e©f«¬¶>«¬§Nx»ªÄ¸«N²´³N®t«¬§Nx©	«¸²´«¬�¯·§e²�³e½~x²´Är«¬°8«¬§N¨ª°8¿F¯�¼�«¸¨ª¶�³6«¸¶
«¬§N�°(¨¾½~§e«¸ÁÖ¿�¯·µ�«�¶�³D«¸§e�Ò�°(©	«~°Z¶�Ð�ÐÌ§N¨ª¯�§Ì©	§e¶�Ðç«¸§e�©	«¸²´«¬�¶�³6³e«¸°ZÓ>²´³N®�«¬§Nf®�¨¾©	¯·¶�Õ~¹
°b®,²´°b½~¼�º�³N«¬©´Ñ

ESP=?/st-4
º<²´³�«¸§e²�«e«¸§eÛ²´¯�«¸¼�²´»�Õe²´»ª¼�B¶�Ä

ESP
¨ª©�¼�³eÚP³N¶�ÐÌ³eÁ

±P¼�«N«¬§N²´«N¨ª«eµ�¶�¨ª³N«NÄr¶�¼�°8±PÓP«¬©�±P»ª¶�Ðê«¬§Nx©	«¬²�¯�Ú�°ZÄ¸°Z³e¯·�»¾Õe»�5¸©	«¸²´¯�ÚD»ªÕ~»M¶�³�Ä¸¼�³N¯�¹
«¬¨ª¶�³�³N«¬°(Ó�ÁÖ²�³e®�°bº<º�±~°f»H«¸§eB©	«¬²´¯·Ú�½P°Z¶�Ð6©�®�¶�ÐÌ³eÐÌ²´°Z®�©z¶�³Ì²"¿�Æ�Ç�7	Ñ�¦�§eB¯�§N²´³N½P©
«¬¶>«¬§Nx©	«¬²�«¬¼�©<
�²�½P©z²´°Z�²´»ª©	¶�©	§N¶�Ð6³�²�Ä¸«¸°#²�¯�§6º�¶�®�¨¾ÄrÓP¨ª³N½D¨ª³N©	«¬°b¼�¯·«¬¨ª¶�³JÑ

� 5 K � 0NP�WAX0N³!Px«NOQX=ßWA«NPe=
¦�§N�½P³e°(²´»Fµ�¼�°(µ�¶�©	fÂ�Ã´¹r±P¨ª«P°b½~¨¾©	«¸°Z©8¶�ÄN²�¿�Æ�Çxµ�°b¶�¯·©	©	¶�°�¯�²�³>±P�²�¯�¯�©	©	®Ì¨ª³6µ�²´°(«¬©
²´»ª©	¶�Ñ!3fÑ ½#ÑF«¬§Nt»ª¶�Ðìü´Ç�±P¨ª«¬©�¶�Ä

EAX
²´°ZÌ¯�²´»ª»ª®

AX
Á�²�³e®�«¸§e,§e¨ª½P§�²´³N®�»ª¶�ÐìÆ,±~¨¾«¸©

¶�Äz«¸§e¨ª©h²´°Z
AH
²�³e®

AL
Ñ�Î�¨ª©	«¬¨ª³N½"3fÑ ÃÌ©	§e¶�ÐÔµ�²´°(«J¶�ÄJ²�Ä¸¼�³N¯�«¸¨ª¶�³�«¬§N²´«J¿F°b¯·¨ª©	�«¬§N©	

þ�Ã



µ�¶�©	©	¨ª±P¨ª»ª¨¾«¸¨ª©´Ñ>ÊÌ¶�«¸�«¬§N²´«
EBX

¨ª©�®�«¬°(º<¨¾³N®À«¬¶�±~6²�³�¨ª³Nµ�¼�«�«¸¶�«¬§N6Är¼�³N¯�«¬¨ª¶�³NÁ:²´©
«¬§NBÄr¶�¼�°(«¬§�¨ª³e©	«¸°b¼�¯·«¬¨ª¶�³t¼�©	©�«¸§eB¼�³e¨ª³N¨¾«¸¨ª²´»ª¨ª©	®<§N¨ª½P§�µ�²´°(«N¶�Ä�¨¾« Ñ õ »¾©	¶�ÁF²´³Ì¼�³N²´»ª¨ª½P³N®
²´¯·¯�©	©"«¬¶p«¬§NÌ©	«¬²�¯�Úp¨ª©"º<²´®�D²�«J«¬§N6³N®�Ñ¾·Ì°b6¨ª«J¯�²�³�±P6©	³�«¸§e²�«J«¬§N6º<²´¯·§e¨ª³N
¨ª©(FDBGC�C�FG_aj�_ac�ø�BDE�cPÁ:¨éÑ ~ÑM«¸§e²�«�«¬§Nt±PÓP«¸t¶�°b®�°"¨ª³Àº�º<¶�°(Ó�¨ª©>¶�µ�µ�¶�©	¨ª«¸t«¬§N²´«�¶�Ä�³e¶�°(º<²´»
ÐÌ°Z¨ª«¸¨¾³N½#ÑF¦�§Nx«¸Ð6¶Dµ�¼�©	§e©�ÐÌ¨¾»ª»PÐÌ°(¨ª«¬BÆ"±PÓP«¸©�²�«

st-8
»
78, 56, 34, 12, 98,

ba, dc, fe
Á~²�³e®�«¸§e>º�º<¶�°ZÓ�°b²�®�ÐÌ¨¾»ª»�½P«8«¬§N�Är¶�¼�°�º<¨ª®�®�»ª�±PÓ~«¬©

34, 12,
98, ba

ÁÖ½P¨ªÕ~¨ª³N½
ba981234

Ñ

ESP=?/st+0
EBX=?

example2:
MOV EAX,12345678h EAX=12345678h
MOV AL,3 AL=3
MOV BX,AX BX=(56h,03h)
MOV EDX,EBX EDX=(?,(56h,03h))
ADD AH,BL AH=59h

fl =0---00000100
MOV ECX,EAX ECX=(1234h,(59h,03h))
PUSH FEDCBA98h ESP=?/st-4

st-4 =fedcba98h
MOV CX,[ESP] CX=ba98h
MOV DX,[ESP+02h] DX=fedch
PUSH 12345678h ESP=?/st-8

st-8 =12345678h
MOV EDX,[ESP+02h] EDX=(ba98h,1234h)

Î�¨ª©	«¬¨ª³N½Á3�Ñ Ã,»�3�¿F°b¯·¨ª©	¨¾³N½�µ�²�°Z«¸¨¾²�»:°b½P¨ª©	«¬°Û°b²�®�©�²´³N®�ÐÌ°Z¨ª«¸©´ÑÌÏ�§N³�²�»ª¶�¯·²´«¬¨ª¶�³�¨ª©
¼�©	®�«¸§e²�«#ÐÌ²�©B³N¶�«#©	«:ÐÌ¨ª«¬§�«¬§N�©	²�º��³N¼�º<±P°�¶�Ä:±P¨ª«¬©	ÁR«¬§N�¯�¶�³N«¬³N«¬©Û²´°Z�º�°Z½P®
¨ª³e«¸¶Ì²�©	µ�»¾¨ª«�Õe²´°(¨ª²´±P»ªÁMÐÌ¨¾«¸§,²�»ª¶�Ð&²´³N®p§e¨ª½P§�µ�²´°(«¬Á�µ�¶�©	©	¨ª±P»ªÓ�°b¯·¼�°Z©	¨ªÕ~~Ñe¦�§N¨ª©�¨¾©�°Zµ�¹
°b©	³N«¬®,±PÓ(5r§e¨ª½P§Ìµ�²�°Z«¸Á »ª¶�Ðcµ�²�°Z«�7 Ñ

þ�Â



¦F¶�²�Õ~¶�¨ª®�§N²´Õe¨ª³e½<«¬¶<®�²´»�ÐÌ¨ª«¬§�²6¯·¶�º�µ�¨ª»ª°H× ©"©	«¬²�°Z«¸¹¸¼�µ�¯�¶�®�ÁR«¸§eD¿�²�º�µ�»ª>¶�Ä õ µ�¹
µ�³N®�¨ª¿ õ ÐÌ²�©J²´©	©	º<±P»ª®,º<²´³N¼�²´»ª»ªÓ�¨ª³e«¸¶>²´³Ë3�Î�ØDÒ�»ªÁÖ²´³N®,µ�¼�«e«¬§N°b¶�¼�½P§Ì«¬§Nx«¸¼�³e°
ÐÌ§e¨ª¯·§�¨¾³N»ª¨ª³e®�«¬§NxÄ¸¼�³N¯�«¸¨ª¶�³6¯·²´»ª»ªÁ´©	�Î�¨ª©	«¸¨¾³N½6ØMÑ üRÑ

ý�Ä¸¶�°Z õ Är«¬°
main: main:

MOV ECX,00000000h MOV ECX,00000000h
MOV EBX,00000000h MOV EBX,00000000h

loop: loop:
CALL 00000013h [func] MOV EAX,ECX

INC EAX
ADD EBX,EAX ADD EBX,EAX
INC ECX INC ECX
CMP ECX,05F5E100h

e
CMP ECX,05F5E100h

JNZ/NE F0h [loop] JNZ/NE F2h [loop]
MOV EAX,00000001h MOV EAX,00000001h
INT 80h Ì INT 80h
RET RET

func:
MOV EAX,ECX
INC EAX
RET

Î�¨ª©	«¬¨ª³N½�ØMÑ ü,» õ Är¼�³e¯·«¬¨ª¶�³�¯·²´»ª»~ÐÌ§N¨ª¯�§,¨ª©�¨ª³e»ª¨ª³N®�±PÓ�«¬§Nh«¬¼�³N°(Ñe¦�§N"¶�°(¨ª½P¨ª³e²�»eÕe°Z©	¨ª¶�³
¿F¯�¼�«¬©�¨ª³<ÃNÑ ��©	ÁPÐÌ§N¨ª»¾>«¬§N"¨ª³N»ª¨¾³N®�³N®¼�NÑ �>©f«¸¶�¯�¶�º<µ�»ª«¬^5r¶�³�²�þ	���^n�§,p�è�³e¹
«¬¨ª¼�º&ÅrÅ�7	Ñ

r*3�ä©¨gä©ª�1v3v3i�b� �©��y�AJ{k��y-��� �Q{a|���tvw:1*3v3v3*3v3*3v3v3a�Í
INT 80h

��� u �
EAX=1

�f� ��u ��y,��}:��u�yz� ��{k| |)uGtßy*Ak� uf{:~�wztv�)wi{i����{����
EBX

��tv| �¸u ��y,y�AJ� u©��tv��y-�fæ8tßu ��y��t�| | t���� ���
RET

� �A��yi��yaw�y*Akya�G��u�y-�8�k�)��uf� ������w�wzyz��u�| }Ü��y-y-��y-�4��y-��{�����y4u ��y,��� ��{a����yi���:| y-w@«A{���{a| }���yaw:��tvy-���tvu©wzy-{k| � ��yàu ��{auG�

þ�þ



3(Pe0NM#1"X2"O W;T«Ù=�W0NM#1 °�9(X2TWA«NP
ÜM«¬²�¯�Útµ�¶�¨ª³N«¬°(©	Á

[ESP+n]
Áeº�¼�©	«:±P>²´®Mòó¼�©	«¬®�ÐÌ§e³�«¸§eÓ�µ�¶�¨¾³N«:«¬¶�²´°b½~¼�º�³N«¬©x«¸¶

²´¯·¯�¶�¼�³N«MÄ¸¶�°�«¸§e�°b«¬¼�°(³h²´®�®�°b©	©�³N¶�«�±P¨ª³e½"µ�¼�©	§N®D¶�³N«¬¶"«¬§N�©	«¸²´¯�Ú"ÐÌ§e³>²fÄr¼�³N¯�«¬¨ª¶�³
¨ª©#¨ª³N»ª¨¾³N®�Ñf��«¸§e°�©	«¬²´¯·Úhµ�¶�¨¾³N«¬°(©�5¸Är¶�°�»ª¶�¯�²´»�Õ~²�°Z¨ª²´±~»¾©87M²�°b�³N¶�«�¯�§N²´³N½P®�ÁH©	�Î�¨ª©	«¬¨ª³e½
Ø�Ñ ÃNÑ�Ê6¶�«¸Ì«¬§N²´«�Är¶�°B¿F²´º<µ�»ªD«¸§e�«¸ÐÌ¶�²´®�®�¨ª«¸¨¾¶�³N©h«¬¶�«¸§eÌ©	«¬²�¯�Ú�µ�¶�¨ª³N«¬°"²´«z«¸§eÌ³N®
¶�Ä�«¸§eÌ¨ª³N»¾¨ª³N®�Är¼�³e¯·«¬¨ª¶�³�¯·¶�¼�»ª®À±PÌº�°Z½P®�¨¾³N«¬¶�¶�³NÌ²´Är«¬°x¨ª³N»ª¨¾³N¨ª³e½~Á8²�³e®�«¸§e²�«z«¬§N
µ�²´°(²´º<«¬°#µ�²´©	©	¨ª³N½>¶�³�«¬§Nx©	«¸²´¯�Ú>¯�²´³Ì±P�²�Õ~¶�¨ª®�®�ÍF©	¨ªº<µ�»ª¨¾Ò�®fÑ

ý�Är¶�°b õ Är«¬°
...

...
loop: loop:

PUSH ECX PUSH ECX
CALL 00000014h [func] PUSH 00000001h

PUSH 00000002h
MOV EDX,[ESP]
MOV EDX,[ESP+4]
MOV EAX,[ESP+8]
INC EAX
ADD ESP,00000008h

ADD ESP,00000004h ADD ESP,00000004h
ADD EBX,EAX ADD EBX,EAX
...

...

func:
PUSH 00000001h
PUSH 00000002h
MOV EDX,[ESP]
MOV EDX,[ESP+4]
MOV EAX,[ESP+12]
INC EAX
ADD ESP,00000008h
RET

Î�¨ª©	«¬¨ª³N½�Ø�Ñ Ã,» õ Ä¸¼�³N¯�«¸¨ª¶�³�¯·²´»ª»8Ð6§N¨ª¯�§�¨ª©�¨ª³e»ª¨ª³e®�±PÓ�«¬§N�«¬¼�³N°(Ñ õ ³eÓ�°bÄr°b³N¯�©B«¸¶
²´°Z½P¼�º<³e«¸©�µ�²�©	©	®"5r«¬§Nh»ª¨¾³N©�¨ª³,¨ª«¬²�»¾¨ª¯·©87�¶�³,«¸§eh©	«¸²´¯�ÚÌ²�°bB¯·§e²�³e½~®�«¬¶Ì²´¯·¯�¶�¼�³N«�Ä¸¶�°
«¬§Nx°Z«¬¼�°(³D²�®�®�°b©	©:³NÕ~°8±P¨ª³e½6µ�¼�©	§N®>5¸±~Ó>«¬§N

CALL
ÐÌ§N¨¾¯·§Ì¨¾©�°bº<¶�Õ~®�7	Ñ

þ	�
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Á·Ã��	�´ÃNÑ
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